COOP After Action Report
	Event Name:
	COVID-19 Statewide After-Action Conference 

	Date:
	August 11, 2020

	Agency:
	[Complete Agency Name]

	Location:
	Virtual Conference 

	Recovery  Objectives
	· Maintain essential function productivity
· Provide a healthy and safe work environment for staff

· Meet the changing needs of the State agencies, public and staff

	Participating Business Units
	· Incident Command

· Operations Sections
· Logistics Section

· Planning Sections
· Financial Sections

	Event Summary:
	On March 12, 2020, the Governor declared a State of Emergency (SOE) for the State of Delaware due to the COVID-19 pandemic effective March 13, 2020 at 8:00 a.m.  Non-essential businesses were instructed to close, while all state organizations were instructed to activate their COOP plans to continue operations in order to serve the public while providing a safe environment for State of Delaware employees.  Individual organizations were instructed to institute tele-work wherever possible and take steps to limit the number of staff in state offices.  On June 1, 2020 the State entered Phase 1 of re-opening whereby agencies were permitted to utilize 30% capacity of facilities while ensuring social distancing and conducting daily health checks.  On June 15, 2020 the State entered Phase 2 of re-opening whereby facilities are permitted to utilize 60% capacity while continuing with efforts to ensure a safe work environment for employees and the public.  
[Enter agency specific event response.  Example: On March 23, 2020 the Department of Technology and Information instituted full-time telework for all staff accept those individuals required onsite to maintain Operation’s and physical security of the building.   
FOR DHR:  In February 2020, as the state prepared for the potential spread of COVID-19, DHR begin implementing its agency COOP plan.  Effective March 17, 2020, Executive Branch agencies human resources offices reduced on-site staffing to only those individuals needed for continued operations while remaining staff began telecommuting as feasible.

Telecommuting Policy was updated for all Executive Branch Agencies. 

 

	Critical Observations
	Critical Observations and Recommendations

DHR Activities

1.  Due to the nature of COVID-19 public health threat, it was determined that a new emergency leave policy was needed for the State.  The State Paid Emergency Leave (SPEL) became available for eligible employees who were absent from work due to certain reasons related to COVID-19 through a Frequently Asked Questions (FAQs) document posted on March 12, 2020. Once the Federal Families First Coronavirus Response Act  (FFCRA) became effective on April 1, 2020 allowing for paid leave for employees who are unable to telecommute and require leave for their own COVID-19 health-related issues, who are caring for eligible individual with Covid-19 related issues or who need to care for the child due to a Covid-19 related school or child care closure, the SPEL and Federal leaves were coordinated for use by State employees.  
2.  DHR was required to develop and implement several COVID-19 related policies and procedures including revisions of original FAQ’s, interpreting the Governor’s Office, SOE Modifications in order to provide daily guidance to State Agencies on managing employees through the pandemic including telecommuting, virus-related absences, potential exposure and actual virus onset.  The policies and other documents included statewide COVID-19, two revisions of Telecommuting     Policy, Borrow-Ahead procedure and Return to Work guidance for Agencies and for DHR. DHR guidance provided to Agencies evolved and continues almost daily based on changing Federal and State authority’s advice and counsel.
3.  DHR Classification and Compensation section continued all of their compensation and classification procedures partly due to implementation of electronic signatures and the ability to telecommute. 
4.  Statewide training continued virtually. Additional online courses were added to the Delaware Learning Center (DLC) for employees to take while at home or on their own time.  Trainings offered included Mindfulness training, leadership skills and even learning a new language.  
5.  Talent Acquisition continued candidate testing through modified schedules and implementing safety protocols.  Consolidated testing from two facilities into one location. 

6.  Computer access for staff telecommuting- staff used own technology and if none, DTI issued some laptops/computers for staff use. 

7.  Utilized Jabber Software for SBO- this was needed to allow SBO staff to log into the call center to take calls during OE and ongoing for staff who communicate regular with members. Headphones for SBO staff to assist with covering Help Desk during OE period- needed to ensure optimal member experience with communicating with help desk agents. 
8.  Throughout the pandemic and as a result of federal and state legislation and IRS/DOL/Treasury rulings, SBO/ICO staff with help from our consultants and DAGs were required to interpret laws, make plan design changes to adhere to the laws and communicate changes to HR/Benefit Representatives, members of the GHIP and other customers that we service.

9.  Established resource websites for State Employees such as   
· Your Benefits and COVID-19 (dhr.delaware.gov/benefits/covid-19/)

· Healing and Wellness Resources (dhr.delaware.gov/benefits/behavioral-health)

· DHR Financial Wellness (dhr.delaware.gov/financial-wellness)

· DHR COVID-19 HR Resources Landing Page (dhr.delaware.gov/covid19)

10. Many HR files are not electronic, challenging to obtain documents needed. Currently, staff come into office to access files.  
DTI Activities

1. Due to the sudden need for a large number of SSL-VPN accounts, it was necessary to scale to meet the new demand.  Determined to do bulk approval services with the ISO’s to get staff access for remote access.
2.  Some agencies didn’t have end-point devices to perform traditional RDP services. DTI worked to address each use case. 
3. Quickly spun up the ability to increase Skype and rolled out WebEx to promote virtual meetings. Increased use of Skype resulted in issues with VOIP bandwidth that required the need to increase the lines.  
4. With the closure of schools, DTI partnered with DOE and school districts to assist with providing students with technology and internet access. 
5. Working with DOL to provide additional services. 
6. Service Desk demand increased over 30% 
7. Worked to accelerate the roll-out of Teams to allow for better collaboration. 
8. Rolled out Cisco Jabber softphone solution
9. Partnered with DHSS IRM and DPH to develop a new contact tracing application. 
DOL Activities
1. Closure of public facing services required enabling new customer service interaction methods (e.g. web chat) and fortification of existing (e.g. email, phone, interactive voice response)

2. Increased call volume required several stages of mitigation. Increasing capacity from Verizon ultimately led to DOL negatively impacting the Statewide telephone system. Ultimately required porting Unemployment Insurance related phone numbers out of the State system to a third party to manage/triage the call volume. 

3. Outflux of staff to remote workspaces required creativity in dual computer solutions; included refurbishing retired equipment and addition of Terminal Servers. 

4. Influx of new, temporary, staff to handle increased customer service needs coupled with supply chain issues from vendors required reallocating existing equipment (e.g. telephones, PCs) in a manner that allowed the addition of staff without disrupting remote workspace staff. 

5. Rapid-fire rollout of technologies to better manage existing workflows (ServiceNow for customer service management) and manage newly required processes (Pandemic Unemployment Assistance benefits). 

6. “First in line” adoption of new DTI offerings to improve collaboration, e.g. Microsoft Teams 

7. Created “stripped down” version of DOL website concentrating solely on COVID response and messaging to citizens. 

8. Developed multiple new workflows that previously required in-person interactions (e.g. identity verification for UI benefits, work permits, hearings
DOE Activities
1.  There is a need for continuous IT Modernizations

2. Conduct more drills vs. tabletops so leadership and employees have a better understanding of response/recovery capabilities.  
3. Policy updates are needed to account for a variety of work options.  There is a need to move away from the traditional approach to in house working and telework.

4. Review of architecture- conducting a wholistic view of solution options.
DFM Activities
1. Update COOP plans to ensure a stronger readiness posture
2. Ensure adequate PPE Inventory

3. Need to ensure sufficient Hand Sanitizer

4. There is a need for Enterprise Communication

5. Update Human Resources Policies.


	Miscellaneous Observations
	<Provide a list of less significant but still important observations that took place throughout the day>  
DHR ITEMS: 

1. Held Leadership calls 2x a day
2. Held HR Leads meetings daily 

3. Held meetings virtually for Union negotiations, Step 3 Grievance hearings, and the Statewide Labor Management committee
4. Held meetings virtually for Delaware Women’s Coalition and Hall of Fame of Delaware Women Committee. 

5. Use of electronic signatures expedited processes. 
6. DHR would have like to utilize Office 365 Teams especially with document reviews and projects with other agencies. 



	Conclusion
	The State of Delaware as well as the entire world faced unprecedented challenges during this event.   Despite these challenges, the various state organizations worked together to minimize the impact to state government and state employees and maintain continuity of operations.  No state organizations were entirely closed due to this event.  Through a combination of remote work, diligent safety procedures, and innovative response solutions, the State of Delaware has managed to steadfastly meet the needs of the public, remained financially above water and minimized the danger to its citizens and employees to the best of its ability.  


Additional Notes or Commentary: 
