[bookmark: _GoBack]Action Plan Template:
[Agency Name]
[Incident Type]


Purpose:
An action plan is designed to give a quick snapshot of actions to be taken by an organization to respond to a specific incident.  The action plan can be customized to include parts of an emergency response plan/COOP plan to respond to a specific incident type (Weather Impact, Active Shooter, Cyber Response, etc.) or general response (facility impacted, cyber impact).  
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Incident Description: [list description of type of incident] example: An incident has occurred that impacted the William Penn Facility. 

Emergency Response Actions: [list initial response steps from your emergency procedure guides] [footnoteRef:1]example:  [1:  DTI Specific example; Agency should replace all data with organization specific information including locations, contact numbers, and responsible teams. ] 


· Pull fire alarm
· Evacuate employees and guests to the primary evacuation location, a safe distance outside of building by following the Fire Evacuation Procedures
· Call 911
· Follow normal fire drill route.  Follow alternate route if normal route is too dangerous
· Notify DTI Network Operations Center (NOC) at (302)xxx-xxxx.  IT Facilities and Infrastructure Team will contact Facilities Management, Utility providers, and BCDR Team by email to DTI_BCDR_Team@state.de.us.  
· Supervisors should account for employees and guests after being evacuated
· Any employee trained in emergency response may temporarily move employees and guests to the parking lot next to the Barrett building.   If weather is inclement or building is damaged employees should report to the Webb building for holdover until additional instruction is received to either 1) return to primary work space, 2) go home, or 3) implement Continuity of Operations (COOP).  Notify relocation center contacts as outlined in MOU agreement
· No one may reenter the building until the local Fire Department Officer in Charge declares entire building safe
· IT Facilities and Infrastructure Team will report incident to Fire Department




Establish Incident Command Team:
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Incident Responders with Task Assignments: [List Critical Teams and tasks from COOP plan][footnoteRef:2] [2:  Plan Team and tasks have been taken from the Sample Plan and should be replaced with Organization specific tasks, contacts, etc. ] 

Example:
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Role
Oversee the activation of the

COOP Plan and COOP.
activities

onsibilities

‘Order evacuation of primary site as needed
Manage the immediate response to an emergency
Direct organization COOP efforts; order activation of
COOP Plan; and activation of continuity facilies
Minimize the loss of assets, resource, critcal records
and data, if safe.

Identify and pre-arrange constitution of an altemate
facilty

Incident Commander or
designee

‘Overall responsibilty for incident and continuity of
operations

Ensure safety and relocation of staff from the primary
site

Activate the COOP Plan

Notify organization’s personnel of COOP Plan activation
Instruct staffto account for all personnel
Ensure that staff can perform essential functions at the
alternate site

[Public Information Officer(PIO)

‘Advises Incident Commander or designee on
information dissemination and media relations
Provide communication to partner organizations
regarding the status of the event

‘Obtains information to and from the community and
media

Make information about the incident available to
incident personnel

Safety Officer

‘Advises Incident Commander or designee on
information related to safety

Works with Operations section to ensure safety of
personnel

Ensures safety of allincident personnel

Provide situation briefing and reports to Incident
Command

Liaison Officer

‘Assists Incident Commander or designee by serving as.
 point of contact for organization's representatives
Provides briefings to and answer questions from
‘supporting organizations

Partcipate in planning meetings, providing current
resource status including imitations and capabilties of
organization's resources

Operations Section Chief

‘Oversee the Operations Group in the performance of
their duties

Ensure essential functions continue at the altemate site
Provide situation briefing and reports to Incident
Command
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Role
Planning Section Chief

ition

cses o

.

‘Oversee the Planning Group in the performance of their
duties

Collect, evaluate and display incident information and
status

Prepare and document Incident Action Plans
‘Conduct and faciltate pianning meetings

Oversee preparation of the Reconsfitution pian
Establish data collection systems as necessary (e.g.
weather)

Provide situation briefing and reports to Incident
Command

Logistics Section Chief

coes

‘Oversee the Logistics Group in the performance of their
duties

Prepare and maintain altemate facilty for continuity
personnel

Prepare reception area for leadership and personnel
arival

Account for al personnel who have arrived at altemate:
facilty
At he reception area, provide the Relocation Personnel
with the following:

* amap with assigned workstations and location

10 suppiies

o afternate faciity telephone contact ist

o banker's box for fles
‘Order, obtain, maintain and account for essential
personnel, equipment and supplies
Ensure that each workstation has a computer and
access to a telephone
‘Set up food services if needed
Provide support ransportation
Ensure safety of displaced stafffrom the primary site
Provide situation briefing and reports to Incident
Command

Finance / Admin. Section Chief

ceeee

‘Oversee the Finance/Administration Group in the
‘performance of their duties

Follow all activation and nofification instructions e.g.
evacuate primary site, deployireport o altemate site
Procuring and activating vendor contracts
Timekeeping

‘Cost documentation for reimbursements

Provide financial input to reconstitution planning
Provide situation briefing and reports to Incident
Command
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Incident Command Team

Normai Staff Lovel

Position and work Phone

r—

Employes Name

Company Cell

LR—

Position:Incident Crisis Coordinator/Command StafPIO/Alternata Staf

Work Email

[Abuse Dumbledoor | (330,0303330 | a02562:6122_| 330)2334444__| Ause dumbledoor@mai.com
Position: Public Information Officar

Minerva McGanige [ sesyess 5555 |tssepsasesss minerva ogorige@siate de vs
Positon: Operations Section Chie!

Severus Snape (sspesasse es000 0630 _[severus snape@state deus
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Task Description

Account for staff both onsite and offsite. Evaluate staffing needs to
respond to the incident.

Task Order
1

Initiate Crisis Communications for plan

Determine and deploy
appropriate number
computers and peripherals for
operations

Initate Crisis
‘Communications for plan
conduct damage assessment to determine in primary site is 2
Conduct Damage operational (building safe and inhabitable), systems appropriately
accessible, etc. May include assistance from Facilties Management,
engineers, IT staff, or additional resources.
) ) Request main number be redirected (0 123-456-7895; redrect fax |3
preartanged oes e Gies, |302:111.2222 to o omx
Cetabton modent Establish incident objectives- review Process Repor to determine |3
e recovery priorities and determine dependencies (staff, applications,
vital records)
‘Schedule regular status updates for incident command team 4
Upoanedule reguiar stalus | roquency based on incident needs) to review situation status and
determine next steps. Ensure all incident command team members
are briefed on situation specifics, operational objectives, and
leadership decisions.
) [ primary location is not available, activate altemate site or institute |5
[Fwanivate Alternate Work sit | or from home procedures. Update staff concerning situation using
crisis communication tool and request essential personal report to
designated altemnate site.
Setup PCs and Printers 5
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Damage Assessment Team

Normal Staf Level r—

Positin and

et WorkPhons  Company Coll [—

Posiion: Information System Support Spocalist

rary Poter i Jrnnen rary poter@gmai com
Positon: Sample Division Diretor

[Abuse Dumbledoor | (3300333330 | a0ys62:6122 | 33013334444 __| Abuse dumbledoor@gmai.com
Stephanie Sanders stephanie sanders@bcintecioud com
Positon: Facilty Manager

[Ronaia Weasiey npnnn 222227222 | ronaidweasier@gmai com

Task NamelSubtask _ Task Description Task Order

st  uking e oacces and eamine damagedareas. | |1
Dl s uiins | Cot o sadmocepaney Pronseesommendation ekt
i e ed vt ot

] invertory resources.| ™71 Vible equipmentiecorassuppies o be moved o aterale faily_ |2

) Socrofcity,__| 1o it acifes managermen and alemate vendors o secre facity.__|3

Dl T i o cnevons e

] Contact meurance. | Contact msurance Coverage Oficeto report any incidens ratimpact state |5

e resources. 02.739-3651 or 1-877.277 4185. mscov@oeiaware. gov
Toam Vondor and Vondor Reps __ Work Phono Call Phone Email Adcress.
[Vendor: VERIZON - DELAWARE

[Vendor Notes:

Lucy Goosy (aaaparasss
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‘Team Business Entity and State.
Employos

Entiy: Exocutive-OMB Faciltios

Work Phor

Management

Phor

Main Number: (302)577-8150

Entity: Dopartment of Human Resources-Division of Statevids Baneft-insur Coverage Ofice of M & B

Main Number

Detra Lawnead

(02393651

Gebra awnead@csiavare gov

Entity: 100 Detawars Public Arc

hives-Delaware Pubic Archivas

Main Number

[Rodney Carson’

(02)744-5021

rodney carson@delaware.gov.
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Relocation and Reconstitution Team

Normal Staff Level

Position and Work Phone

Company Cell

Personal Cell

Telecommute

Work Email

Employee Name

Position: Sample Division Director

Albuse Dumbledoor (333)333-3333

(302)562-6122

(333)333-4444

Albuse.dumbledoor@gmail.com

Position: COOP Coordinator

Fred Weasley (302)561-2369 fred.weasley@gmail.com
Ted Weasley (302)569-7425 (302)541-7269 | ted.weasley@gmail.com
Position: Communications Team Lead

Severus Snape (888)838-8888 (888)883-8888 | severus snape@state.de.us

Position: Information System Support Specialist

Harry Potter @111 (a1 harry.potter@gmail.com
Position: Facility Manager
Ronald Weasley (222)222-2222 (222)222-2222 | ronald.weasley@gmail.com
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Task Name/Subtask Task Description Task Order
Contact the alternate location as outlined in the MOU to activate the 1
Notify alternate facility of 2
impending activation. alternate facility.
; If staffing numbers have been impacted, identify replacements for |2
miss';:,;";gm%m;?mm'" missing personnel - delegation of authority/orders of succession.
Notity Staf, Notify staff of impending relocation including where to report and 3
- when. Instruct all personnel on immediate responsibilties and duties.
; ‘Setup alterate location to include phones, network, computers, and |4
Setup altemate location. | - - lized equipment. If accessible, transport records, equipment
and supplies from primary location. Include a check in station for all
staff as they report to location.
Secure effected locati Take necessary steps to secure effected location. 5
. ‘Commence full execution of supporting essential functions atthe |6
Commence essential e
functions at alternate facility. | alternate facility.
o rotifiati Notify the public, customers, partners and vendors of your current |7
Relocation notifications alter location.
ution . Inform personnel including schedule of events. Supervise retumto |8
ot nitation - Retum 10| primary facilty. Notity the public, customers, pariners and vendors of
new location.
) ‘Complete hot wash of event. Document lessons leamed. Update |9
mm“p‘e,e""‘":fﬂ,";'n e taport and | COOP plan. Submit COOP plan for approval. Distribute newly

update COOP plan.

published COOP plan.
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